Introduction
The construction of the Global Information Infrastructure (GII) has been facilitated by the technological advancement of the microprocessor in the areas of speed, performance, power consumption, and cost. The GII is expected to create a global computer network for use in personal, organizational, and governmental communications. The population of technologically advanced countries such as the United States has grown heavily dependent on the communication networks provided by the GII. As a result of this dependence, the associated technology and information systems become targets for Information Warfare attacks [1] . As stated in a United States Department of Defense report published in 1993 [2] :
"if hired by terrorists, hackers could cripple the Nation's telephone system, create significant public health and safety problems, and cause serious economic shocks." Information Warfare at its simplest level is the use of computers to attack an adversary's information infrastructure while protecting one's own information infrastructure. The significance of Information Warfare threats has been recognized by both the business and government sectors. In the United States, government agencies such a s the FBI, CIA, and NSA have joined forces with private organizations to create infrastructure protection programs [3] . The national importance of these joint ventures is demonstrated in a public statement made by the United States Department of State [4] : "Proprietary information is our chief competitive asset, vital to both our industry and our society. Our livelihood and, indeed, our national strength depend on our ability to protect industrial and economic data."
Leveraging the information gathering capabilities of the government has become a necessity for organizations attempting to compete in global markets. Governments provide this data to organizations in the hopes of bolstering their national economy. However, some governments and organizations have resorted to industrial and economic espionage employing Information Warfare attacks to gain unfair advantages over competitors. These attacks are not limited to theft of proprietary information -the disruption or disabling of communication networks can cripple or destroy an organization's ability to function while damaging its credibility with customers [5] . The International Trade Commission estimated the loss in the United States due to economic espionage at $23.8 billion in 1987 and $40 billion in 1989 while the United Kingdom National Computing Centre estimated the cost of economic espionage as high as £ 14 460 per incident in 1996 [1] [6] . Furthermore, it is important to note that over 70% of these losses of proprietary information have been attributed to internal agents (current and former employees, suppliers, and customers), demonstrating the need for increases in not only external security measures but also internal security measures [1] [7] .
When considering external Information Warfare attacks, it is important to note that terrorist organizations are now employing Information Warfare attacks as a means of both funding their activities and furthering their agendas. This adaptation of terrorists to the advancement of technology increases the threat to both governments and organizations [1] [7] . United States Pentagon lawyers have gone so far as to issue warnings that certain Information Warfare attacks could be considered acts of war under the rules of warfare, further underscoring the significance of these threats [3] .
This study provides an overview of Information Warfare. The use of Information Warfare throughout history will be reviewed and formal definitions of Information Warfare will be discussed. The different types of Information Warfare and the tools used in Information Warfare will be examined. Moreover, an additional discussion on the topic of cyber terrorism, the use of computers to perpetrate terrorist activities, will be presented. Information Warfare's economic impact on the personal, corporate, and government sectors will be examined. Finally, potential solutions will be proposed to minimize the impact of Information Warfare attacks for each of these economic sectors.
The History of Information Warfare
The term Information Warfare had its first recorded use in 1976 in an internal report by Thomas P. Rona of Boeing Corporation. However, Information Warfare did not become well known until it was discussed in the testimony of CIA Director John Deutch before the United States Senate Government Affairs Committee in 1996 [8] . While Information Warfare may appear to be restricted to government and military uses, many countries have a quite different view [1] , as demonstrated in an article in a newspaper from the People's Republic of China published in 1996 [9] : "… The rapid development of networks has turned each automated system into a potential target of invasion. The fact that information technology is increasingly relevant to people's lives determines that those who take part in information war are not all soldiers and that anybody who understands computers may become a 'fighter' on the network. Think tanks composed of nongovernmental experts may take part in decision making; rapid mobilization will not just be directed to young people; information-related industries and domains will be the first to be mobilized and enter the war …"
The United States has taken multiple steps in response to the threats posed by Information Warfare. In 1998, the National Infrastructure Protection Centre (NIPC) was established [10] . The purpose of the NIPC is defined as [11] : "detect, deter, assess, warn of, respond to, and investigate computer intrusions and unlawful acts" Furthermore, the United States Department of Defense performs Information Warfare attacks upon itself to test its recovery process [12] . These steps are extremely important in the continuing effort to thwart Information Warfare attacks. In 1996 alone the United States Department of Defense estimated that a total of 250,000 attacks were performed upon its computer systems and that the rate of attack has been doubling annually [13] [14] . Lest we conclude that Information Warfare is limited to government and military use, consider the following statistics. In a 1988 University of Illinois study, 48% of the companies surveyed admitted to being industrial espionage victims [4] . The United Kingdom Audit Commission reports that from 1990 to 1994, reported computer abuses across both the government and commercial sectors rose from 180 to 537 [15] [16] . Moreover, PricewaterhouseCoopers reports that an estimated $5 billion in proprietary information is stolen annually from commercial organizations within the United States [17] .
Numerous Information Warfare incidents aimed at targets ranging from personal and commercial to military and governments have been documented [1] [20] . Of note in regards to the topic of cyber terrorism is the attack in 1998 by the Tamil Tigers. This attack, perpetrated against Sri Lankan embassies worldwide, is the first recorded act of cyber terrorism [21] ; this and other similar attacks will be discussed in Section 3.2.
Defining Information Warfare
Information Warfare may be broadly defined as an unauthorized and deliberate attack on an adversary's information infrastructure through the use of computer intrusion techniques while preventing (or making it extremely difficult for) the adversary from performing similar attacks upon the initiator's information infrastructure. These attacks include information exploitation, denial of service, and the modification, manipulation, corruption, or deletion of data [7] "actions taken to achieve information superiority in support of national military strategy by affecting adversary information and information systems while leveraging and protecting our information and information system."
The military definition of Information Warfare is comprised of three categories [1] [7] [25]:
While other definitions of Information Warfare exist, those subscribing to the military perspective comprise a majority of information security professionals. As such, this study focuses on Information Warfare from the military viewpoint. The types of Information Warfare associated with this viewpoint will be discussed in greater detail in Section 3.1. Additionally, given the marked increase in use of Information Warfare by terrorist organizations to achieve physical terrorism, additional discussion will be presented in Section 3.2 on the threat termed in [10] as cyber terrorism.
Types of Information Warfare
As discussed in Section 3, the three categories of Information Warfare from a military perspective are offensive, defensive, and exploitative. The intent of offensive Information Warfare as defined in [1] and echoed in [7] [17] [22] [25] is to: "Deny, corrupt, destroy, or exploit the adversary's information or influence the adversary's perception."
A typical attacker applies a three step process when attempting offensive Information Warfare:
During the information gathering phase, an attacker attempts to determine system vulnerabilities and the optimal targets, which may be either system functions or data. A number of tools may be used to gather information on a potential target for offensive Information Warfare. Scanners may be used to obtain information about an adversary's information infrastructure by analyzing a host computer or a computer network. Sniffer programs monitor network usage and are useful in obtaining user names and passwords or in examining unencrypted network traffic. Snooper programs monitor a specific terminal and can examine process memory or log the keystrokes of a user. A plan of attack is then formulated and executed. When the attack is completed, the cycle is then repeated with new forms of attack being generated based on previous attack results [8] [13] [26] . Offensive Information Warfare attacks are performed using a variety of tools depending on the goal of the attack. The three most common attack goals are denial of service, disruption of service, or theft. Denial of service is typically accomplished via one of three methods -causing a failure in the information network, causing a failure in a computer, or deleting or modifying critical data. To cause a network failure, an attacker may employ techniques such as flooding, email spamming, or reprogramming of routers. To cause a computer failure, an attacker may embed and initiate destructive software programs (also known as parasites) such as viruses, worms, Trojan horses, and logic bombs. To access and delete critical data, an attacker may employ password sniffers and known software trapdoors. Disruption of service attacks may be accomplished through the use of web graffiti, IP spoofing, or unauthorized database modifications. Theft of critical data and plans, electronic funds, or telephone access may be achieved once unauthorized access has been established. The motivation driving these attacks may vary from financial gain to malicious destruction of data and property to invasion of privacy [5] • Availability -the system is available to authorized users when needed.
• Data Integrity -only authorized users are allowed to modify system data.
• Authentication -the identity of the creator of a message or document is verified.
• Confidentiality -information is only accessible to authorized users.
• Non-repudiation -neither the sender nor the receiver are capable of denying message transmission.
Security tools are critical for successful implementation of defensive Information Warfare assurances. Firewalls are used to filter network traffic such that only authorized traffic will be allowed to pass. Audit trails provide a detailed record of system activities, allowing system administrators to detect intrusions within the system. Network monitoring tools are used to detect and track intruders and are a more passive means of monitoring the system. Unlike audit trails, which actively log system use and therefore impact the system's performance, network monitoring tools analyze the data stream for unauthorized access and only take action when such access is found. Encryption algorithms protect information so that only the sender and authorized recipients may have access to the information. Digital signatures are used to verify the originator of a piece of information as well as the integrity of the information itself. A specific cycle of activities is followed when implementing defensive Information Warfare. Preventive measures must be initiated within the information infrastructure. System monitoring must continuously occur to detect symptoms of an attack that has either already occurred or is still in progress. An assessment of damage must be made when an attack is discovered and the attack must then be contained to prevent it from spreading to either unaffected system resources or other systems within the infrastructure. At this point, either repair or recovery of data that has been corrupted or destroyed occurs. Once data recovery is complete, the infrastructure must be analyzed to identify and eliminate the weakness exposed by the attack. 
Cyber Terrorism
Terrorism is the use of violence, fear, and intimidation for political, ideological, or social purposes. Cyber terrorism is differentiated from physical terrorism in that it focuses on using computers to attack information infrastructures. Cyber terroris m has many significant advantages versus physical terrorism [1] [10] [22] :
• Cyber terrorists incur a low risk of capture due to the remote nature of the attack.
• A cyber terrorist attack can be implemented with little expense and by fewer people and yet can cause severe financial damage to the target without causing loss of life. • Cyber terrorist organizations are able to attract supporters, distribute propaganda, and raise funds on a global basis.
• Cyber terrorist attacks that succeed result in publicity for the terrorist organization while those attacks that fail typically go unnoticed.
• Cyber terrorist attacks may also be used to implement psychological attacks through the intentional injection of misinformation into information systems.
Cyber terrorism poses a threat to the information assurances described in Section 3.1. In particular, cyber terrorism may be used to directly affect system availability, data integrity, and confidentiality of information. Moreover, the intelligence information gained by cyber terrorist activity can be used to support the more traditional forms of terrorism. The United States has taken a number of steps in response to the threats posed by cyber terrorism. As described in Section 2, the NIPC was established in 1998 to deal with computer intrusions and unlawful attacks. Additionally, prior to the expiration of the Data Encryption Standard (DES) in 1998, the United States had placed a restriction on the strength of allowable cryptography (limiting the key sizes used to encrypt and decrypt data) to prevent the use of strong encryption by terrorist organizations. However, as evidenced by the plethora of potential cyber terrorist targets -aircraft navigation systems, financial and medical databases, power and telephone networks, etc. -there is still much work to be done to safeguard technologically advanced societies that have grown dependent on these types of communication networks [10] [32] [33] .
The Economic Impact of Information Warfare
From an economic perspective, the impact of Information Warfare is seen at the personal, corporate, and global levels. The intent of Information Warfare attacks at the personal or individual level is defined as [34] :
"… an attack against an individual's electronic privacy: his digital records, files, or other portions of a person's electronic essence."
Information Warfare attacks at the personal level include harassment, invasion of privacy, personal information theft, and alteration or modification of personal information. The case of unauthorized modification of personal information is extremely troublesome given that such information is continually shared and traded between thousands of computer databases. This misinformation will have propagated well beyond the initial point of attack by the time it is noticed, requiring a long and difficult correction process to remove all incorrect entries in all of the affected databases. Moreover, while misinformation can be corrected or removed, the resultant damage to an individual's reputation is often irreparable [1] [19] [34] . This type of Information Warfare attack may also be used as a means to a larger end. Once an individual's privacy has been invaded, the information gained by the attacker may be used to influence the actions of the targeted individual. Should the "electronic essence" differ from the description provided to third parties (such as insurance agencies and employers), an individual may be willing to engage in unethical or illegal activities at the behest of the attacker to safeguard this information discrepancy [1] .
Information Warfare attacks at the corporate level, also known as industrial espionage, is the use of Information Warfare to gain unfair advantages over competitors. This includes theft, manipulation, or destruction of an organization's computer services or proprietary data, release of an organization's proprietary information, and the release of misinformation in regards to a competing organization. Moreover, attackers are not limited to competing organizations -foreign governments often use Information Warfare tactics to assist organizations within their own country that are competing with the targeted organization. By providing the local organization with a competitive advantage, foreign governments are attempting to gain a national economic competitive advantage over the country in which the targeted organization is located. While these activities may sound far-fetched, consider that Hitachi paid IBM a reported $300 million in a settlement agreement after being caught spying on a new generation 
Minimizing the Impact of Information Warfare Attacks
When attempting to minimize the impact of Information Warfare attacks, it is imperative to consider the target level. In the case of corporate or global level attacks, the measures discussed in Section 3.1 under defensive Information Warfare are critical in protecting an information infrastructure. To reiterate, these measures include:
• The establishment of firewalls to block unauthorized system access.
• The use of cryptographic services such as encryption and digital signatures to protect information integrity while maintaining message authenticity and guaranteeing non-repudiation.
• The use of audit trails and network monitoring tools to detect and track intruders.
• The establishment of a recovery system to repair and restore data affected by intruders.
• Constant reevaluation of the information network(s) to expose and eliminate weaknesses.
Note that these measures combine to form a defense against corporate or global Information Warfare attacks but fail to provide an adequate defense if one or more of the measures are omitted. Moreover, in the case of Information Warfare attacks at the personal level, it is unlikely that most users will be either security savvy or fiscally capable of erecting the aforementioned Information Warfare defenses. In these situations, there are still a number of security measures that a typical user is capable of implementing to impede the efforts of an attacker and greatly enhance the security of the system:
• Establish a user name and password scheme for all users on the system.
• Require that passwords be comprised of both upper and lower case letters, numbers, and symbols, and that the passwords be changed regularly.
• Never reveal password information to anyone under any circumstances.
• Only connect the system to the Internet as needed, refraining from constant connections offered by DSL or cable modem services.
• Use encryption when transferring data across an open medium such as the Internet.
• Do not open email attachments from unknown parties.
• Do not share folders or allow public access to a system accessible via a computer network.
• Install and run antivirus software that will examine any data being accessed by or stored onto the system.
The fact remains that the establishment of a completely secure system is an impossibility. There will always be some weakness to be exploited by a clever attacker and the defender must be constantly on alert for Information Warfare attacks [12] . The only way to guarantee complete defense against Information Warfare attacks is to remove the system from all communication networks. Unfortunately, this defeats the purpose of having a GII and is therefore not viable in most situations.
Conclusion
This study provided an overview of Information Warfare and its use throughout history. Information Warfare was formally defined and the different types of Information Warfare were examined. The use of cyber terrorism by terrorist organizations was discussed and the threat posed by cyber terrorism was analyzed. The tools used in Information Warfare were presented and Information Warfare 's economic impact on the personal, corporate, and government sectors was examined. Finally, proposals to minimize the impact of Information Warfare attacks upon each of these economic sectors were made. The conclusion was reached that the only way to completely protect a system from Information Warfare attacks is to remove it from all communication networks. Without complete isolation from all networks, the chance remains that an Information Warfare attack will succeed in penetrating the system.
